LEHTPANbHBLIA BAHK POCCUACKOW ®EAEPALINA

NMACbMO
ot 7 pekabps 2007 r. N 197-T

O PUCKAX NPU ANCTAHLUMOHHOM BAHKOBCKOM OBCITYXXUBAHUA

BbaHk Poccum oTmedaeT, 4TO B nocriegHee BpeMs B POCCUMCKOM cermeHte cetn WHTepHet
y4acTMINUCb CEeTeBble aTaku Ha CalTbl U CepBepbl (Aanee - pecypchbl) KPeAUTHbIX OpraHM3auun, a Takke
NMoMbITKM  HENPaBOMEPHOro  MOMydYeHUs MepcoHanbHOW WHopMaumm nonb3oBaTenen CUCTEM
anctaHumoHHoro 6aHkoBckoro obcnyxuBaHvus (ganee - OBO) (naponn, cekpeTHble KnouuM CpencTs
WndpoBaHMA 1 aHanoroB cobcTBeHHOpY4YHOWM nognucu, NMH-kogel 1 Homepa 6aHKOBCKUX KapT, a Takke
nepcoHarnbHble JaHHbIE UX BriagenbLa).

Hanbonee pacnpocTpaHeHHbIMW SBASIOTCA  pacrnpefenieHHble artakm Tuna "oTka3 B
o6cnyxmMBaHMKn", NpyU KOTOPbIX OOMbLUOE KONMMYECTBO KOMMBIOTEPOB (OT HECKOMbKMX COTEH OO COTEH
TbiCAY), NporpaMMHoe obecneyeHne KOTOpbIX NPeABapUTENbHO cheumanbHbiM 06pasomM ANCTaHLMOHHO
MoauduumpyeTcs nuuamu, npeanpuHMMatouMm nonbITKU HENPaBoOMEPHOro NOMyYeHUst NepcoHanbHOM
uHdopmaumm nons3osatenen cuctem B0, no koMaHAe yKasaHHbIX IUL, HAYMHAKT OOHOBPEMEHHO
HanpaensATb MacCoBblE 3anpoChkl Ha aTakyeMbli PeCypc, CEpbe3HO HapyLuas nMbo NONHOCTLIO Gnoknpys
ero paborty. Npu 3TOoM Bnagenewl pecypca, Kak MpaBuno, HE MOXET CaMOCTOSTENbHO, 6e3 momoLum
npoeangepa MHTepHeTa, BOCCTaHOBUTL paboTocnocobHOCTL pecypca. [poaomKUTEeNbHOCTL aTak MOXET
COCTaBNATb HECKOSIbKO CYTOK, B TEYEeHMe KOTOpbIX OKasbiBaeTcd HeBO3MOXHbIM [ABO MHoXecTBa
KMNEHTOB KPEeOMTHOW OpraHusauuu, 4TO MOXET HaHecTM npsiMon yulepb 3ToM opraHumsauum u ee
KNneHTam.

B cBasn ¢ manoxeHHbim BaHk Poccum cumtaeT uenecoobpasHbiM pPeKOMEHA0BaTb KPEeAWUTHBIM
opraHusauusam BKMYaTb B [OroBOpPbl, 3aknioyaemble ¢ npoangepamun WHTepHeTa, obsizaTensctBa
CTOPOH MO TMPUHATUIO Mep, HanpaBfeHHbIX Ha ofepaTUBHOE BOCCTAHOBIEHUE YHKLUOHUPOBAHUS
pecypca npu BO3HUKHOBEHWWM HeLITaTHbIX CUTyauun, a Takke OTBETCTBEHHOCTU 38 HECBOEBpPEMEHHOEe
UCMOSTHEHNE Takux 06a3aTensCTB.

Mpu coseplleHNUN MNOMbLITOK HEMPaBOMEPHOro MofydYeHus nepcoHarnbHOW  WHopMauum
nonb3osatenen cuctem [BO knueHTam KpeauTHbIX OpraHM3auui no CUcTeMam 3MEKTPOHHOM MOoYTh
HanpaBnsaTCA COOOLLEHUS, B KOTOPbIX MO KakMMun-nnbo npegnoramm (TEXHUYECKOE MepeBOOpYXeHue
opraHusaumu, OOHOBNEHWe unu ceBepka 0a3 AaHHbIX KPeaAUTHOW opraHusaumm v T.M.) npeanaraeTtcs
BBECTM C KraBuMaTypbl KOMMbIOTEPA YyKaszaHHble KOAbl B MOMs 3KpaHHbIX (POpM B XOO4E UMUTUPYEMbIX
CeaHCoB WH(MOPMaUMOHHOrO B3aMMOAEWNCTBUSA C KpPeOUTHOW opraHusauuen (K npumepy, Yepes
co3gaHHbIn gybnukat ee web-cavita). OQHOBpPEMEHHO Ha KOMMbIOTEP KIMEHTA C web-camta moryTt
nepegaBaTbCa BpeJOHOCHbIE MporpamMmbl, ABASIOLLNECH KOMMbIOTEPHLIMU BUpYCcaMu Unu "3aknagkamu”,
BbIMOMHAIOWMMM B (DOHOBOM pexume paboTbl CKPbITblE (OYHKUMM, CBA3AHHbIE C HENpPaBOMEPHbLIM
nonyyeHnemM nepcoHanbHon nHopmaLmm nonb3osatenen cuctem AB0.

HabGniopgatotcss  cnydaM HenpaBOMEPHOrO  MOMyYeHUs PEeKBU3UTOB BaHKOBCKUX KapT npwu
nposegeHun onepaumm 4vepe3 6OaHkomatbl. [lpy 3TOM MCNONB3YIOTCA HaknagHble YCTPOMCTBA Ha
knasmatypy ans seoga [MMH-koga wnu Ha ycTponcTBo Ana npuvema kapT B 6aHkomar, a Takke
crneumnanbHO MNPUCMNOCOGNeHHble Ans 3Tux uenen "danbwmeblie" 6HaHKkoOMaTtbl, KOTOpble HE3aKOHHO
YyCTaHaBMMBAKTCS, Kak MPaBuIio, B HE KOHTPONMPYEMbIX KPEAUTHBIMU OpraHn3aumsMn MecTtax u BHELHe
He oTnnyatoTcs oT 6GaHkOMaToB, Ucnonb3yemblx Ans [JBO KNMeHTOB KpeaUTHBIX OpraHn3aLui.

HenpaBomepHO Nony4eHHble pasnuyHbiMKM cnocobammn pekBn3nTbl BaHKOBCKUX KapT MCMONb3YHTCSA
ANst N3roTOBINEHNst NoaaenbHbIX 0aHKOBCKMX KapT, YacTUYHO (Tak HasbiBaembl "Oenbii nnactuk") nnm
MOSHOCTBI MMUTUPYIOLWMX NoaNMHHbIE. [py ncnonb3oBaHun B OaHkoMaTax nognernbHble GaHKOBCKUE
KapTbl NPeAOCTaBNSAT Ux obnagaTensm Bce BO3MOXHOCTU NOAMNMHHbIX OaHKOBCKUX KapT.

B uenax HenpaBoOMepHOro nornyyYyeHns nepcoHanbHoOW UHpopmMaumm nonb3osatenen cucrem OO
3auHTEpPEeCOBaHHbIe MnMLa MCMOMb3YHT TakKe pasnu4yHble BapuaHTbl TenedOHHOro MolleHHuyecTBa. B
YACTHOCTKN, OTMEYalTCsa Cllydam HanpaBfeHMs MOLLUEHHUKaMU Ha MOOUIbHbie TenedoHbl KIMEHTOB
KpeauUTHbIX opraHmn3aumi SMS-coobuieHnn o HeobxoouMOCTM MO3BOHUTL MO HOMepam TenedOoHOB,
KOTOpble B OEWCTBUTENBHOCTM HE MpUHAAMexaT 3TUM opraHusaumsam. Takke MMEKT MECTO 3BOHKM
KnneHtam ¢ cooblieHneM aBTOMH(OPMATOPOB O MPEefoCTaBleHUN NPOAYKTOB U ycnyr GaHka ¢
NpeasioKeHNEM HaxaTb OnpefefieHHble KnaBuwn Ha TernedoHe Ans MOATBEPXAEHUS cornacusi B UX
npuobpeteHun 1 T.n. Tem cambiM KNMEHTbl OaHKa MNPOBOUMPYKTCS K BCTYMMEHUIO B KOHTaKTbl C
MOLUEHHMKaMK, Lenblo KOTOPbIX B TOM YMCNE MOXET HABMATbCA MNoNnyydeHne KoHuaeHuuansHom
KNUeHTCKoM MHdbopmauum (Hanpumep, Homepa 6aHkosckon kapTel 1 NMUH-koaa).

B cBaAsn c¢ wmsnoxeHHoiM baHk Poccuu obpallaet BHMMaHWE KpeauTHbIX OpraHmsauuMi Ha
HeobXxo4MMOCTb pacnpocTpaHeHuns npeaynpexaatollen nHpopmMaLmm Ang CBoOUX KMMeHTOB, B TOM Yucre
C MCMNonb3oBaHMeM MpeacTaBuTeNbCTB B ceTu VHTepHeT (web-camToB), O BO3MOXHbIX CRyyasax



HenpaBOMEPHOro NOJly4YeHMs NepCoHanNbHOM MHopmauun none3osartenen cuctem [BO. B coctas Takon
uHdopmaumm LenecoobpasHo BKMYaTb OnMcaHne oduuManbHO UCMOfb3yeMbIX CMOCODOB M CpeacTs
MHOPMALIMOHHOIO B3aMMOLENCTBUS C KMMEHTaMu, a TakkKe OnucaHus NpueMOB HENpaBOMEPHOro
nony4YyeHns KOLOB NepPCOoHarnbHON NaeHTUMMKaLMM KIMMEHTOB, MHOPMaLn 0 BaHKOBCKMX KapTax U Mep
NpegoCTOPOXHOCTU, KOTopble Heobxoanmo cobniogatb KnueHTam, none3ywwmmes cuctemamm OBO. B
KayecTBe NOAOOGHbIX Mep KpeauTHbIe OpraHn3auun Mornm 6bl, HanpuMep, PEKOMEHAOBATL KIMEHTaM:

- VWCKMOYUTb BO3MOXHOCTb HENPaABOMEPHOro  MoOfy4YeHus MNepcoHanbHOW  MHAdOopMaLun
nons3oBatenen cuctem B0 (He nepegaBaTb HEYNOMHOMOYEHHBIM NULLAM);

- OCYLLUeCTBNATbL onepauMm C UCNonb3oBaHMem OaHKOMaTOB, YCTAHOBIEHHbIX B 6e30onacHbIX
MecTax (B rocydapCTBEHHbIX y4pexaeHusaX, noapasgeneHmsax 6aHKOB, KPYMHbIX TOProBbiX KOMMEKcax,
rocTUHULUAax, asponoprax u 1.M.);

- He wucnonb3oBaTb OaHKOBCKME KapTbl B OpraHu3auusax TOProBnuM u o6CnyXnBaHUs, He
BbI3bIBaOLLUX JOBEPUS;

- PV COBEepLUEHNM onepauun ¢ 6aHKOBCKOW kapTon 6e3 ncnonb3oBaHnsi GaHKOMaTOB He BbiNyckaTb
€e 13 nons 3peHus;

- He nomnb3oBaTbCA YCTpPOWCTBamu, koTopble TpebyioT BBoga [MMH-koga gns pgoctyna B
nomMeLleHue, rae pacnonoXxeH 6aHkomar;

- He ucnonb3oBaTtb MNH-kog nNpu 3akase ToBapoB NMbO ycryr no TenedoHy/dakcy nnm no cetu
WHTepHeT;

- MpU HanMyuu BO3MOXHOCTW, NPEAOCTaBMSAEMON KPEOWTHOW OpraHu3aumen, UCnosnb3oBaTb
PEKBMU3NTbI KapTbl OAHOPA30BOr0 WCMOMb30BaHWS (Tak HasbiBaemow "BMpTyanbHOW KapTbl") Ans
OCYLLIECTBNEHMS onnaTtbl TOBApOB NMOO ycnyr Yepes cetb VIHTEpHET;

- nonb3oBaTtbcs ycnyron SMS-onoselleHnss 0 NpoBeAeHHbIX onepauusax ¢ npumeHeHnem OBO (B
crny4yae BO3MOXHOCTU MOMYYEHUs TaKon ycryru);

- OCyLWEecTBMsATb MH(OPMAUNOHHOE B3aMMOLENCTBME C KPEeOUTHOW OpraHusauuen TONbKO C
MCMNOMb30BaHNEM CpeAcTB CBSA3WM (MOOWMbHbIE M CTauuoHapHble TenedoHbl, akcbl, NHTEPAKTUBHbIE
web-cantel/noptansl, 0Obl4HAst W 3MEKTPOHHAs Mo4YTa W Mp.), PEKBU3UTbI KOTOPbIX OFOBOPEHbI B
AOKYMEHTax, Noiy4aemMbIX HENOCPEACTBEHHO B KPEAUTHOW OpraHv3aunu.

HacTtosiwee nncbmo noanexut onyénukoeaHuto B "BecTHuke BaHka Poccnn”.

[oBeanTte copepxaHne HacCTOsILLEro NUCbMa 40 CBEOEHUSA KPeOMTHbBIX OpraHm3auunin.
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